PatchLink Developers Kit™

Create and Deploy Custom Remediation Content

Today’s endpoint security threats are coming at you faster and via more avenues than ever before. Zero-day threats are
now a reality, and configuration related issues present constant workload to administrators and help desk alike. Getting
ahead of these, and other PC-related issues, has been a moving target — until now.

With PatchLink Developers Kit, you can quickly and easily create intelligent change packages that can dynamically identify
and correct a variety of problems, from simple configuration issues to blocking Zero-day threats — proactively. Once
created, these packages can be seamlessly uploaded into your PatchLink Update repository for automatic deployment,

continuous validation, and ongoing status reporting.

Enforce Configuration Policies
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PatchLink Developers Kit

Managing the hardware and software configuration settings for every
machine on your network is a time-consuming, yet critical task. PatchLink
Developers Kit allows you to develop custom packages that identify
systems that have drifted out of compliance with corporate configuration
policy, and then quickly remediate the issue, returning the affected
systems to their desired state. Working in conjunction with PatchLink
Update, PatchLink Developers Kit enables you to create and deploy reme-
diation packages that address a wide range of configuration related
issues, such as closing down vulnerable ports, shutting down dangerous
services, identifying and removing unauthorized or expired files and appli-
cations, enforcing password policies and registry settings, and much
more.

Respond to Zero-day Threats

PatchLink Developers Kit provides a defense against the increasing
number of situations where software vulnerabilities are identified and
exploited before a corresponding patch is publicly available. This rapid
vulnerability exploitation, commonly referred to as a “Zero-day Threat”,
provides a substantial challenge to IT organizations. PatchLink Develop-
ers Kit allows you to react immediately, identifying all machines that
contain the Zero-day vulnerability and automatically deploying a custom
script to blocks access to the vulnerability on all exposed endpoints until
the software vendor is able to produce and distribute an authorized patch.

[ Flexible Content Creation : Custom
remediation packages can be created to
address a wide range of software and
configuration threats, distribute or
remove applications and files, enforce
configuration policies, and more

& Rapid Content Development :
Intuitive, easy to use interface allows
you to develop custom packages in
minutes to react to the latest threats

& Immediate Content Distribution :
Content is seamlessly ported into your
PatchLink Update repository for
automated, enterprise-wide deployment.

& Applicability Testing : Custom
packages can be wrapped with
intelligence using our patented
Fingerprint Technology™, allowing you
to test machines for applicability before
distributing packages throughout your
network

& Broad Coverage : Custom packages
can be deployed across your

heterogeneous network to any machine
that contains a PatchLink Update agent.

& Continuous Monitoring : Custom
packages created with PatchLink
Developers Kit can be continually
monitored and reported on through the
PatchLink Update interface

A\ J




Secure Closed Networks

Just because a network (or network segment) is isolated from the Internet, does not mean that it is free from security threats.
The 2006 E-Crime Watch Survey™ conducted by the United States Secret Service (USSS), the SEI CERT® Program, and
CSO Magazine discovered that almost one third of electronic crimes were perpetrated by insiders. PatchLink Developers
Kit allows you to secure machines in this type of highly secure environment, where downloading ongoing patch subscrip-
tions is not possible.

Distribute Software and Data

PatchLink Developers Kit provides the ability to rapidly distribute applications or data files throughout your organization.
This distribution is not limited to commercial software applications, but can also include items such as the latest Antivirus
definitions, proprietary applications, user documentation and other files that you need to rapidly deploy to a large and
diverse number of machines.

Develop Custom Patches

PatchLink Developers Kit enables you to develop software patches for home-grown applications, or legacy software that is
no longer supported by the manufacturer. These custom patches can include fingerprint signatures that allow you to assess
their applicability to target machines. Once developed, these custom patches are easily uploaded into the PatchLink Update
assessment, remediation and validation process. PatchLink Developers Kit also allows you to open and modify content
contained in your PatchLink Update repository, allowing you to edit any of our more than 15,000 existing vulnerability reme-
diation packages to meet the unique needs of your organization.

“Today's threat landscape has changed. Corporate security threats have become more multifaceted,

networks have become more open, and hackers are becoming targeted, better and faster.”
IDC 2007

How It Works: )

Custom configuration and software
remediation packages are created using
PatchLink Developers Kit

Custom remediation content is seamlessly
uploaded to PatchLink Update Server

Utilize PatchLink Update to assess
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applicability of your custom packages across Developers Kit o S
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Y P Custom Remediation Local Patch Repository
Deploy your custom content to all managed (ZeroDay

Configuration Issues

end-points using standard PatchLink Update Custom Patches, and more)

deployment tools

Validate, audit and report custom patch
efficacy Audit & Report )

Address Your Environment’s Unique Issues Today

PatchLink Developers Kit is a powerful security content development tool that allows you to respond to the growing number
of threats that target configuration errors or software vulnerabilities for which there is not a publicly available patch. For more
information, and to receive a free 30 day evaluation; visit us on the web at www.lumension.com.
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